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Government warns of 'malicious' myGov scammers 

The Government has urged Australians to be vigilant regarding scammers who target ATO log-in 

details to commit tax fraud. 

The ATO has received a large number of reports of scammers using fake myGov sites to steal 

myGov sign-in details, which can be used to commit tax and refund fraud in other people's 

names. 

These criminals will often use text message or email to lure people into clicking a link using 

phrases such as 'You are due to receive an ATO Direct refund' or 'You have a new message in 

your myGov inbox - click here to view'. 

The Government says the ATO or myGov will never send an email or text message with a link to 

sign in to myGov. 

Last year, the ATO introduced new fraud controls to help protect Australians from online identity 

theft.  This included using myGovID to strengthen security during the sign-in processes on 

myGov accounts, making it more difficult for criminals to gain access. 

 

 

 

What to know about disaster relief payments 

Taxpayers should be aware that some natural disaster relief payments are not taxable. 

Businesses that have received a government support payment because of a natural disaster 

(such as a major weather event) should check if they need to include this as assessable income 

in their tax return before they lodge (although they may not need to pay tax on the payment). 

Provided that they meet the criteria, taxpayers can treat some support payments as 'non-

assessable, non-exempt income', which means they do not need to include them in their tax 

return. 

Taxpayers can refer to the ATO's website (or check with us) for more information in this regard, 

including in relation to the criteria that needs to be satisfied. 

 

 

 



 

Illegal early access to super 

Faced with tough times, some people may be thinking about accessing their super early. 

Taxpayers may have been approached by someone (a 'promoter') claiming that members of 

super funds can withdraw their super or use an SMSF to pay off debts, buy a car, or pay for a 

holiday. 

The ATO warns taxpayers that this is illegal.  Super funds should remind members that super is 

for retirement.  Members need to meet very strict conditions to access their super early, and 

acccessing their super outside of these strict conditions is illegal. 

 

Illegal early access to super can have a significant impact on members' retirement savings, result 

in additional tax, penalties and interest, and lead to members being disqualified from ever being 

able to be an SMSF trustee again.  When a trustee is disqualified, their name is published and 

this can affect their personal and professional reputation. 

If a promoter gets a member to provide them with enough personal information, they may also 

steal their identity and use it to access their super for themselves. 

 

 

 

ATO issues warning about false invoicing arrangements 

The Serious Financial Crime Taskforce ('SFCT') is warning businesses about using illegal 

financial arrangements such as 'false invoicing' to cheat the tax and super systems. 

False invoicing arrangements may consist of the following: 

◼    an entity (the 'promoter') issues invoices to a legitimate business but no goods or services 

are provided; 

◼    the business pays the invoices, by cheque or direct transfer, and the promoter returns 

most of the amount paid to the owners of the business as cash; 

◼    the promoter keeps a small amount as a commission; 

◼    the business then illegally claims deductions and GST input tax credits from the false 

invoice; and 

◼    the owners of the business use the cash they have received for private purposes or to pay 

cash wages to workers, and do not properly report the amounts in their tax returns. 

The SFCT is warning businesses against using these types of arrangements, and that they "will 

get caught and face the full force of the law." 

 

 

 

 

 

 

 

 



NFPs need to get ready for new return 

From 1 July 2024, non-charitable not-for-profits ('NFPs') with an active Australian Business 

Number ('ABN') will be required to lodge a new annual NFP self-review return with the ATO to 

confirm their income tax exemption status. 

Editor: This will include sporting, community and cultural clubs, among other organisations. 

Non-charitable NFPs that have an active ABN can get ready now by: 

◆ conducting an early review of their eligibility by using the 'ATO's guide' on the ATO's 

website; 

◆ checking all their details are up to date, including authorised associates, contacts and their 

addresses; 

◆ reviewing their purpose and governing documents to understand the type of NFP they are; 

and 

◆ setting up myGovID and linking it to the organisation's ABN using 'Relationship 

Authorisation Manager'. 

 

When it comes time to lodge, NFPs can use Online services for business which lets 

organisations manage their reporting at a time that is convenient for them.  If an NFP has 

engaged a registered tax agent, their agent can also lodge on their behalf through Online 

services for agents. 

The first return is for the 2023/24 tax year and NFPs will need to prepare and submit their annual 

self-review between July and October 2024. 

As an interim arrangement for the 2023/24 transitional year, eligible NFPs unable to lodge online 

will be able to submit their NFP self-review return using an interactive voice response phone 

service. 

 

Taxpayer unsuccessful in having excess contributions reallocated 

The Administrative Appeals Tribunal ('AAT') recently held that a taxpayer was liable to pay 

excess concessional contributions tax in relation to contributions made on his behalf by his 

employer. 

In the 2021 income year, the taxpayer's employer made concessional super contributions to his 

super fund totalling $31,737, which resulted in the taxpayer exceeding his concessional 

contributions cap for the 2021 year by $6,737. 

The AAT upheld the ATO's decision not to exercise its discretion to reallocate the excess 

contributions to another year, on the basis that there were no 'special circumstances' under the 

relevant legislation that would allow the ATO to do so. 

The AAT noted that "The difficulty for the (taxpayer) is that he accepts that there was never any 

certainty around when his employer would pay contributions into his super fund and that there 

was no written agreement or even a verbal agreement that set out the timing of the payments 

into his super fund.  As such it was not unusual for his employer to pay the (taxpayer's) 

concessional contributions into his super fund at differing times." 

 

Please note: Many of the comments in this publication are general in nature and anyone 

intending to apply the information to practical circumstances should seek professional advice to 

independently verify their interpretation and the information’s applicability to their particular 

circumstances. 

 


